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Abstract 
 

Models are increasingly used to drive major acquisition and design decisions, yet the diverse set of model developers, analysts, 

and decision makers are faced with many challenges in transitioning to a model-centric paradigm. As part of a larger research 

program on interactive model-centric systems engineering, this paper focuses on the Digital System Model in context of the larger 

topic of the digital framework including Digital Thread and Digital Twin. With a goal of contributing to the continued 

understanding of problems and concerns, this paper presents findings from the investigation of the non-technical aspects, 

specifically intellectual property and knowledge assessment concerns. Accordingly, the respective research needs are identified 

and discussed.  
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1. Introduction 

The US Department of Defense (DoD) has begun development of a digital framework under which it and its 

industry partners can operate in a model-centric environment. This framework, is comprised of the Digital Thread, 

Digital Twin, and Digital System Model (collectively referred to in this paper as a digital framework), is perhaps the 

most ambitious and the highest potential application of model-based engineering (MBE) to date. Under this digital 

framework, information will be shared quickly, systems will be designed holistically without losing detailed 

information, and the entire acquisition process may be greatly accelerated.  

While clear, though surmountable, technical challenges exist in the creation of this digital framework, such as 

computing power and model fidelity, this paper will examine some issues that have not been thoroughly examined 
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in previous literature on the topic, specifically issues of intellectual property (IP) and knowledge assessment (KA). 

IP in this context refers to any piece of information owned or held in some way by a person or organization. In the 

defense industry, this includes patents, software (or algorithms more generally), material data, business approaches, 

trade secrets, etc. A key characteristic of IP is that, while information can be easily shared, value exists in 

information asymmetries (i.e. possessing information or IP that others do not). Since the construction of such a 

digital framework fundamentally requires the integration of IP from multiple sources, issues of valuation, 

compensation, and protection of IP arise. KA refers to the assignment of validity to any particular piece of 

information or expertise. This can be a technical process, such as double-checking statistical methods used to 

evaluate the results of an experiment, or a more social process, such as deciding which news source to trust. In the 

context of this paper, KA issues include “buy-in” (i.e. trust) both by technical staff directly creating the models and 

by decision-makers in the acquisition and operation processes, as well as inter-model validity assessment in the 

cases of multiple models operating in the same domain (e.g. two crack-growth modeling methods). 

This paper focuses on the non-technical challenges of DSM within the larger topic of the digital framework with 

a focus on US DoD implementation. The goal of this paper is not to resolve the IP and KA issues but rather to 

clearly state them in a manner promoting development of solutions and to recommend some specific avenues of 

approach in resolving these issues. 

2. Background 

2.1. Digital Thread/Digital Twin 

The Digital Thread (DTh) is a proposed framework for integrating technical data, costs, predictions, and other 

accumulated knowledge over the course of design, development, and operation of a system. It is intended to provide 

ready access to usable information for decision makers during the design process. It includes tools such as 

tradespace analysis and visualization tools. The term “digital thread” is not a standard; for example, Lockheed 

Martin Corporation has used the term Digital Tapestry
1
 instead. The DoD defines Digital Thread as: 

“An extensible, configurable and component enterprise-level analytical framework that seamlessly expedites the 

controlled interplay of authoritative technical data, software, information, and knowledge in the enterprise data-

information-knowledge systems, based on the Digital System Model template, to inform decision makers throughout 

a system's life cycle by providing the capability to access, integrate and transform disparate data into actionable 

information”
2
. 

A Digital Twin (DTw) is an integrated model of an as-built product including physics, fatigue, lifecycle, sensor 

information, performance simulations, etc. It is intended to reflect all manufacturing defects and be continually 

updated to include wear-and-tear sustained while in use. The goal is to more effectively and safely manage the 

individual product as well as to facilitate investigations of potential design or operational changes on the health of 

the system. The DoD defines Digital Twin more specifically as  

“An integrated multiphysics, multiscale, probabilistic simulation of an as-built system, enabled by Digital Thread, 

that uses the best available models, sensor information, and input data to mirror and predict activities/performance 

over the life of its corresponding physical twin” 
2
. 

2.2. Digital System Model  

The Digital System Model (DSM) is essentially the proposed product of MBE
3
. It is the integrated model of all 

technical data that is the general case out of which individual Digital Twins will be constructed, and is the technical 

grounding that the decision-making analytics of the Digital Thread refers to. The DoD defines DSM as: 

“A digital representation of a defense system, generated by all stakeholders that integrates the authoritative 

technical data and associated artifacts which define all aspects of the system for the specific activities throughout 

the system lifecycle.”
2
  

2.3. Digital Framework 

The digital framework (comprised of DTh, DTw and DSM) has many potential benefits for the DoD acquisition 

process, including:  
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 Increased reuse of technical data and models from one project to another, as well as from one stage of a project to 

another stage of the same project (reduces stove-piping)
4
  

 More rapid and cheaper cycling of design concepts in a form of virtual prototyping
3
 

 Better analysis and comprehension of complicated systems
3
 

 Reversal of the trend of outsourcing technical knowledge from the DoD to contractors and industry partners
5
 

This digital framework is not purely hypothetical at present. The DoD and various private firms have actively 

begun developing and implementing the digital framework or portions of it. For example, the DoD’s Computational 

Research and Engineering Acquisition Tools and Environments (CREATE) program has developed several 

modelling tools for the design phase
6
. Lockheed Martin used the same 3D solid models of the F-35 Lightning II for 

engineering design, manufacturing, tooling, and development of training and maintenance materials
7
. The United 

States Air Force (USAF) is currently testing elements of digital framework on four different acquisition programs
5
. 

NASA is working on developing Digital Twins for a microelectromechanical system
8
.  

Other non-defense examples exist as well, such as GE’s development of Digital Twins of wind farms
9
 and 

Singapore’s partnership with Dassault Systèmes is creating a Digital Twin of the city of Singapore as a whole
10

. 

While not directly related, the interest by other spheres in DSM and DTw highlights their potential usefulness and 

the fact that technical challenges posed in their development are believed to be surmountable. 

2.4. Non-Technical Challenges 

The technical challenges involved in creation of DSM are well understood (many since before DSM itself existed 

as a distinct concept
11

) and are currently being worked on by various parties in government
12

, industry
1, 13

, and 

academia
14

. However, while IP issues have occasionally been acknowledged in discussions of DSM
11,14

, they appear 

not to have been directly addressed (with the exception of cybersecurity). Similarly, while KA issues have been 

examined by some researchers previously
15

, they have thus far failed to be considered as priorities by many parties. 

These non-technical challenges should not be downplayed or neglected. While overcoming the technical 

challenges addresses DSM power and capability, if left unaddressed, IP and KA issues could substantially reduce 

the applied effectiveness of DSM. Working to identify and address such issues may proactively prevent DSM from 

being at risk of becoming an expensive, powerful, but unused tool in DoD’s acquisition and operations portfolio. 

This paper provides an overview of some possible IP and KA considerations and their relevance on the digital 

framework, and DSM in particular (Sections 3 and 4, respectively), before discussing some potential structures of 

DSM that could address these concerns (Section 5). Not intended as an exhaustive list of possibilities, these 

structures offer a starting point for considering how these non-technical issues can be navigated without sacrificing 

the benefits of DSM.  

3. Intellectual Property 

In the modern era, IP is often as least as valuable as physical capital. This is particularly true in technology-

centric industries, including defense. The advantages that the US has over many other countries is not merely in 

terms of physical or human labor resources, but also in terms of intellectual capital, including both the skill levels of 

the employees and the value of their intellectual output
16

. As a result, the US has developed many robust 

mechanisms for protecting intellectual property. Some are enforced by the government, such as patents, copyrights, 

and trademarks. Others are privately enforced, such as non-disclosure agreements (NDAs). Trade secrets have both 

government and private enforcement mechanisms.  

DSM itself is incredibly valuable IP. As the integration of all “authoritative data and associated artifacts” 

possession of the DSM could allow for full understanding of the system and its individual subsystems. Many aspects 

of manufacture and assembly would likely be either directly included in or could be indirectly inferred from the 

DSM. The simulation and design assessment capabilities of DSM and the digital framework as a whole significantly 

decrease the difficulty in understanding the system. These aspects are an integral part of the potential benefits of 

DSM, but this strength is also a critical area of concern with regards to cybersecurity. Where previously, an attacker 

would have to steal hundreds or thousands of documents from dozens of organizations and then sort through these 

documents in order to understand the system, with DSM, the attacker could have a single target to go after, a target 
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that is designed for easy learning. Additionally, since the intention of DSM is for the same model to be used 

throughout the acquisition process, an attacker could potentially introduce malicious changes into the model during 

the manufacture stage that would become instantiated in the actual product. Cybersecurity is not a novel concern to 

the DoD, however, and the cybersecurity implications of DSM have been well understood for several years
11,17

.  

Beyond cybersecurity, DSM must have buy-in from its various collaborators. KA issues will be discussed in a 

later section (Section 4) but another key issue here is the sharing of IP among competitive firms. If one firm owns 

the system being designed, from start to finish, then DSM would be a relatively simple matter with regards to IP. If 

the same firm also operated the product, than the development of Digital Twins would likewise be a straightforward 

addition. This is not the case in the defense realm. The DoD sets requirements and is the operator of the end product. 

Multiple teams of firms then bid on the project. Even after one team has been selected, this team will often use other 

firms as suppliers. These teams are not fixed groups; on one project two defense contractors may be cooperating, 

while on another simultaneous project they may be competitive rivals. As a result, these firms may be unwilling to 

share the detailed IP required by DSM. One approach to addressing this issue in the past has been through a 

combination of non-disclosure agreements (NDAs) and a design process where subsystem interfaces are rigidly 

defined but the actual subsystems themselves are largely treated as black boxes
18

. This allows for one firm to 

maintain control over their IP, while delivering only the final product to the larger working group. Overcoming the 

design limitations that this approach introduces is a major goal of DSM, which seeks to more holistically model the 

system, and thus new methods of addressing IP concerns will be required.  

3.1. Patents 

Patents have some potential usefulness in encouraging the creation of DSM. Jointly developed technologies for 

simulation and model integration methods could be protected under patents shared by the developers. Under the 

Cooperative Research Act and its amendment, the Standards Development Organization Advancement Act, 

cooperative research towards developing a DSM standard would potentially be protected from antitrust litigation, as 

it is a research area of national interest
19

. This is a ready extension of activities that the Digital Manufacturing and 

Design Innovation Institute (DMDII) is already pursuing
13

.  

It should be noted that the use cases of patents in the defense industry are somewhat constrained in this context. 

First, all patents must be publically published by the US Patent and Trademark Office (USPTO), which is clearly 

contrary to the classified nature of many defense technologies. Second, the cooperative development style described 

above only works for shared technologies, which applies primarily to the development of the DSM framework. With 

regards to the systems and subsystems being modeled, many other technologies will be privately held by an 

individual firm. While some of these technologies could be protected under patent law, many valuable forms of IP, 

such as material properties, are either not patentable or not worth being patented. Overall, patents will be useful in 

the process of developing the DSM framework, but less so in the actual application of DSM in specific cases. 

3.2. Copyright 

Copyright has limited application in the context of DSM. While specific presentation of facts, such as 

experimental results or material properties, are subject to copyright, the facts themselves are not, and thus a 

restatement in a different format is enough to circumvent copyright. As a result, copyright in general is not relied 

upon for protecting such information. Similarly, while computer programs, such as modeling software, are 

copyrightable, the fundamental basis of them, such as specific mathematical methods, are not. This results in 

variation in the usefulness of copyright as it pertains to software. In cases where the specific software package is 

itself valuable, such as Microsoft Word, copyright is a sufficient tool of protection. In others where the value is not 

in the software package but in the technical underpinnings, such as a proprietary modeling program, copyright may 

not sufficiently guard the IP. Furthermore, while copyright might protect the modeling software itself, it would not 

protect the models made of products, which are valuable in their own right. 

3.3. Trade Secrets  

Currently, technology and methods not patented or copyrighted are typically protected via trade secrets. While 

trade secrets enjoy some legal protections
20

, these protections are contingent on the IP being kept secret. Unless the 
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DoD is the sole holder of the DSM, in order for the DSM to effectively operate, information will need to be shared 

among firms. One of the more common methods for handling inter-firm sharing of trade secrets is the NDA. While 

useful, NDAs have their drawbacks when it comes to DSM. For one, they are time-consumptive to complete, which 

could be an issue if they need to be continually updated during an iterative design process. Additionally, the level of 

detail of information being shared under DSM is quite high. Firms may not feel that NDAs are substantial enough to 

protect this information, particularly as the difficulties in discovering violations of NDAs might be difficult or 

impossible, limiting enforceability of such contracts. Excessive use of NDAs could limit the use of knowledge 

generated by one project in another project, one of the proposed goals of DSM. 

3.4. Comparisons 

While some IP issues are unique to DSM, many are not. Other industries and projects that have dealt with these 

problems may provide insight through either similarity or contrast. In this section, two such comparisons are briefly 

described. 

3.4.1. Standards Organizations 

Standards organizations exist in many industries. Some of these are private groups, such as W3C or IEEE, while 

others are governmental, such as ANSI or ISO. Depending on the group and the specific standard, compliance may 

be either voluntary or mandatory, but either way, a common reason for the existence of standards is interoperability 

of products between firms. While other reasons for standards exist, including health and safety, these are less 

relevant to the topic of DSM. In general, the development of interoperability standards is motivated by the firms 

themselves, seeking to eliminate competition in certain dimensions (such as size of customer-base and location of 

market) and facilitate competition based on the products themselves. In order to avoid violation of antitrust laws, 

these standards are typically open, meaning that any firm may develop products under the standard. If there is 

protected IP, such as patents involved in the complying with a standard, then this IP must be licensed under fair, 

reasonable, and non-discriminatory (FRAND) terms. Additionally, these standards are typically formalized through 

a consensus method, though the exact definition of consensus varies from one standards organization to another. 

In the DSM context, there is little incentive for the industry firms to develop interoperability standards in their 

models as the size of their customer base is fixed at one, the DoD. Thus interoperability will not allow an expansion 

of market. The firms may develop their own, limited, proprietary version of DSM in order to develop better products 

and thus better compete
7
, but they will not likely reach out to other firms without external incentives. The power 

held by being the sole customer, though, does allow the DoD significant leeway in providing those external 

incentives. If the DoD defines specific interoperability requirements of modeling software or even requires specific 

modeling software to use, these requirements will be followed by the industry.  

It should be noted that as the DoD would the motivating force behind the standardization effort, the DoD is not 

bound by any consensus method of DSM development, thought it may wish to do so in order to make use of 

industry expertise and in general to promote goodwill with the industry. Additionally, due to the aforementioned 

exemptions in antitrust laws (Section 3.1), it may be possible that the IP used to develop DSM does not need to be 

licensed under FRAND terms. This would mean additional options are open to the DoD regarding the structure of 

the DSM, as will be discussed in Section 5. 

3.4.2. Federal Drug Administration’s Sentinel Initiative 

Beginning in 2008, the Federal Drug Administration (FDA) developed the Sentinel Initiative, a new method of 

active surveillance (in this context surveillance refers to continued monitoring of the efficacy and side effects of 

medical products post-approval)
21

. Instead of primarily relying upon passive surveillance (e.g. unsolicited reports 

from healthcare providers, from consumers, and from medical product manufacturers), the FDA sought the 

capability to actively query medical record data sets to answer safety questions. While medical records are not IP in 

the same sense as what has been discussed previously, they are considered protected information under such laws as 

the Health Insurance Portability and Accountability Act (HIPAA). As a result the current holders of the data sets, 

including healthcare providers (such as hospitals) and health insurance firms, are legally unable to provide these 

data sets to other parties, including the FDA or academic researchers. The Sentinel Initiative circumvents this 
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restriction by operating on a distributed system. In this system, data sets never leave their current location. The FDA 

sends out a specific query to all data partners (those possessors of medical records who are part of the Sentinel 

Initiative). This query is then processed by each data partner separately, the results returned in aggregate to the FDA 

without identifying information. In this way the FDA can assess whether drug X is causing side effect Y without 

violating the privacy of any patients.  

In the DSM context, while firms are not legally required to guard their IP, their natural unwillingness to share 

valuable information accomplishes a similar effect to the HIPAA restrictions. In this way, the Sentinel Initiative 

poses a potential workaround to this problem. It is possible that, from a firm-to-firm perspective, the modeling 

software and the models generated with that software may be treated as black boxes with each firm only have access 

to inputs and outputs of the simulations of the others.  

4. Knowledge Assessment 

Knowledge assessment (KA) is defined in this paper as the assignment of validity to any particular piece of 

information or expertise. This paper is predominantly concerned with the social aspects of KA, though technical 

processes, such as verifying a model against experimental data, can also be involved.  

4.1. Generating Buy-In 

Buy-in can be defined as a combination of trust and willingness in a tool, as well as the ability to use it. This is a 

non-trivial matter. It is all too easy in any organization for some newly developed tool to sit unused and 

unmaintained if those who should use it lack the skillset, willingness, or trust for it. Lack of buy-in to a new 

initiative can a significant and detrimental impact on the enterprise as a whole but can be avoided
22

.  

Developing the appropriate skillset requires investment in training, reference materials, and experience. Trust and 

willingness are not as straightforward to achieve. On a technical side, establishing trust requires details, examples, 

and authority. This means that DSM users should have access to data on technical underpinnings and assumptions 

for the various models, as well as proof of validation in the form of examples (these can also serve as useful 

reference materials for developing expertise). This does not necessarily need to be immediately presented to every 

user at all times, but should be accessible by those who desire it, and at varying levels of detail for different use-

cases. Some of this information can be elided in certain cases by referencing standard validation certifications, 

though these certifications must themselves be trusted by the user and are thus unlikely to be available during the 

initial implementation of a new tool. The DoD has a framework in place that could be used to catalog this 

information and make it accessible to users: the DoD Metadata Registry and the Modeling & Simulation Catalog
11

.  

Beyond providing technical validation data or examples, a key component of generating buy-in is visualization. 

Visualization is not a mere aesthetic choice of the DSM designers, but rather an important aspect that impacts not 

only how DSM will be received and used, but also what decisions are reached. Previous research has showed that 

changing how data or models are displayed can significantly affect risk aversion/acceptance
23

, ability to come to a 

negotiated agreement between stakeholders
24

, willingness to use a tool
25

, and ability to apply presented knowledge
26

. 

As a result, attention must be paid to how DSM is presented. This does not necessarily mean that a universal 

visualization standard should be developed for DSM (though it could), as industry partners may be better served by 

using different visualization schemes in-house than those used by the DoD. If there is no standard visualization 

method, however, differences should be documented and made clear, as these could affect decision-making and lead 

to conflicts in assessments of model results. It should be noted that the importance of visualization applies not only 

to DSM itself, but also to the reference materials made available to the users for training, as previous research has 

shown that even the layout of brochures can have significant impact on information gained
27

. As a result, multiple 

manuals covering the same model may be necessary if different types of users will be interacting with the model. 

4.2. Model Comparisons/Validity 

If a heterogeneous model structure is chosen (explained in Section 5), as is currently preferred by the DoD, an 

issue of model comparisons arises. If during the bidding competition, two firms provide DSMs of their preliminary 

design, but are using different modeling software within each DSM, there may be some difficulty in comparing the 
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simulation results of the two DSMs. This is not necessarily a new issue to the DoD, as claims of competing firms 

already need to be evaluated in the current acquisition procedure, but it should be acknowledged that this problem 

will not vanish under the new digital framework. 

As will be discussed in Section 5, one potential method of diffusing IP disputes is for each individual model in 

DSM to be treated as a black box by all participants except for the owner of the component and the DoD. This 

however introduces evaluation issues that may hamper the design process. Specifically, it falls upon the DoD to 

ensure compatibility of calculation methods between the models as the firms will be unable to analyze each other’s 

models themselves. This will result in bugs being harder to identify and could result in erroneous model results, 

jeopardizing both the technical validity of DSM and the trust that the firms have in it as well, reducing buy-in. 

5. Potential DSM Structures 

With these issues in mind, it is worthwhile to consider the structure of DSM along two different dimensions. The 

first is how the modeling software packages are developed and the second is how the modeling software packages 

are used. As stated earlier, these options are not intended to be an exhaustive list, but should provide grounding for 

consideration of IP and KA issues in the design of DSM. 

5.1. Model Package Development 

In this first dimension, the primary relevant issues are the IP of the modeling software packages (but not the 

products being modeled) and KA of model comparisons. Three general options exist. The first, and most simple 

option, is that the DoD develops its own modeling packages for each part of the DSM and then mandates that 

industry partners use these packages. This could be an extension, though a highly ambitious one, of the CREATE 

program
6
. This homogenous structure would eliminate any IP disputes over the modeling packages themselves and 

eliminate any KA issues of resolving inter-model differences. Furthermore, this would alleviate fears of losing 

access to DSMs of older systems since the completed DSM would not be reliant on any privately-held software. 

Doing this, however, would fail to take advantage of the large amount of intellectual capital present in the private 

defense industry and would require the DoD to continually maintain and improve these software packages.  

The second option would be for the DoD to standardize the model interface akin to the typical standards 

development method discussed earlier. This heterogeneous structure would allow each firm to create its own 

modeling packages (or license those of others as it chose). This option does not directly resolve any IP-sharing issue 

(that depends on the model usage dimension discussed in section 5.2) nor does it resolve the model validity issues. 

Unless the software packages are permanently licensed or outright purchased, this option raises the possibility of the 

DoD not having perpetual access to all components of the DSM, especially if a firm goes out of business or fails to 

maintain its own modeling packages. It should be mentioned that this is currently the structure favored by the DoD, 

due to its combination of modularity and openness
28

. 

The third option is a hybrid of the first two, being privately-developed like the second option, but homogenous 

like the first. Here the industry partners would be relied upon to generate the modeling packages and these packages 

would be required to interface with one another, but the DoD would select specific modeling packages to be used for 

each portion of the DSM, likely in some sort of periodic bidding process (an acquisition project in its own right). 

The DoD would not just buy or license the modeling software for itself, but also for each other industry partner, 

otherwise the owner of the selected software package would have effective monopoly power over the other members 

of the industry. This option does not address the perpetual access issue any more than the second option, but it does 

resolve the inter-model comparison issue while still relying on the industry to generate and improve modeling 

packages.  

These options, along with their pros and cons, are summarized in Table 1. 
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Table 1. Summary of Model Package Development Structures 

 Pros Cons 

DoD Developed Reduces IP disputes 

Can maintain access 

Eliminate inter-model comparisons 

Does not utilize industry expertise 

Requires DoD to maintain and update 

Heterogeneous, Privately-Developed  Fully leverages competitive industry 

Minimizes DoD work 

 

Does not resolve IP disputes directly 

Requires inter-model comparison 

Potential lack of continued access 

Homogenous, Privately-Developed Reduces IP disputes  

Partially leverages competitive industry 

Reduces DoD work 

Eliminates inter-model comparisons 

Introduces miniature monopolies 

Potential lack of continued access 

Does not fully leverage industry expertise 

Does not minimize DoD work 

5.2. Model Use 

The second dimension is, once the individual modeling packages are selected, how do they work together in 

practice to form the DSM? Once again, three general options exist, two integrated and one distributed, though 

different variations of each option exist. 

The first option is that the complete DSM is held by one party. This could either by the DoD for the entire system 

lifecycle or it could be the lead industry partner during the design process before transferring to the DoD afterwards. 

This method could potentially reduce cybersecurity concerns as the DSM would not necessarily need to be 

connected to any network or the internet. If the DSM is held by the lead industry partner, however, it fails to address 

the IP-sharing issues. Regardless of who holds the complete DSM, this option may reduce the benefits of the DSM 

but inhibiting the design process, as it may be difficult and time-consuming for one central authority to keep the 

DSM updated as well as to continually run simulations and distribute the results to the other industry partners.  

The second option is to have multiple copies of the complete DSM, each held by the different firms and 

organizations involved in the product development process. This option addresses some of the design inhibition 

concerns of the first option by allowing various firms to run their own simulations. This comes at the cost of 

introducing additional cybersecurity concerns in whatever syncing process is used between the various copies. 

Furthermore, as has been discussed by other researchers
14

, the DSM is going to be a massive model, in terms of 

computational power necessary to run simulations with it. It is fully possible that only a select few industry partners 

would have the computing capability to run the full DSM themselves. In the case of particularly complicated 

systems, it is possible that only the DoD themselves would have such capability. This may limit the benefits of this 

option in comparison to the first option, though the industry partners would still likely be able to run the DSM either 

in part or at lower resolutions, while relying on the DoD for the higher resolution, full system simulations.  

The third option is for each firm to maintain control over the models they create and have the DSM exist as a sort 

of distributed network, similar to the FDA’s Sentinel Initiative. Cybersecurity is once again of high concern with 

such an arrangement and the distributed system may slow down simulation run times, particularly if multiple parties 

simulate the system at the same time. This option could provide for more robust protections of IP of the industry 

partners. It is likely that if this structure was chosen, it would only exist prior to hand-off to the DoD, as the DoD 

would like to maintain the ability to run its own simulations without relying on an entire network of other parties.  

Each of these options, which are summarized in Table 2, could be implemented with various degrees of IP 

protections of the modeling software and the models themselves. In either distributed or integrated form, models and 

their associated software could be handed off as black boxes working in the kind of framework described in the 

previous section. This would help alleviate concerns over sharing IP with other industry members but would come at 

the cost of placing the burden of assessing inter-model compatibility and model comparisons on the DoD, with 

whom, presumably, full details on the software and models would be shared so these assessments could be made. 
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Table 2. Summary of Model Use Structures 

 Pros Cons 

Centralized – Single Copy Reduces IP disputes 

Reduces security risk 

Difficulty in updated 

Hampers iterative design 

Centralized – Multiple Copies  Allows for iterative design Few firms can host full DSM 

Increases security risk 

Does not address IP disputes 

Distributed Reduces IP disputes 

Allows for iterative design 

Increases Cybersecurity Issues 

Requires transition to centralized during hand-off to DoD 

Potentially technically difficult 

Increases simulation-run times 

Increases security risk 

6. Research Needs  

There has been some uncertainty regarding DSM due to the lack of clear distinction between DSM and DTh in 

previous literature
14

. As a result, it may be worthwhile for future official explanations of the concepts to be more 

specific about their differences, and perhaps include examples of what is a part of each. Alternately, it may be 

possible to combine the terms under one title if the concepts referred to are not worth differentiating. 

Previous authors have suggested that DSM is contrary to, rather than an extension of, more traditional MBE
14

. If 

this is the case, additional issues of knowledge assessment by the systems engineering community as a whole would 

need to be evaluated as well. However, the assertion was not elaborated upon and may, in fact, stem from the 

aforementioned uncertainty of definitions rather than an actual opposition.  

Further investigation by legal experts is needed regarding the potential exception of DSM development from 

antitrust laws. If the IP used to develop DSM does not need to be licensed under FRAND terms, then additional 

options are open to the DoD for the structure of the DSM. Regardless of the legality of such options, pursuing a 

developmental structure that is not under FRAND terms may result in political and/or industry pushback. 

Visualization schema and standardization must be considered and intentionally designed throughout the 

development of the digital framework. This may require comparative testing of multiple display styles or even novel 

research if existing methods of visualization are insufficient for the systems being designed and managed by DoD. 

DoD must serve several roles: customer (thereby supplying financial incentive), the standards enforcer 

(regulatory incentive), and neutral mediator (serving as non-competing party with whom information can be shared). 

7. Conclusions 

Many assessments of DSM’s potential benefits to the acquisition and operations processes appear to assume that 

the IP and KA issues discussed in this paper would be perfectly resolved, though these same assessments often did 

not provide means of achieving such resolutions. While these issues are not insurmountable, they require no less 

attention than the various technical challenges facing DSM. These issues will not resolve themselves and some, such 

as the user buy-in issue, could scuttle the DSM entirely, even if the technical challenges are all overcome. This is 

not to be pessimistic, however, as this paper has outlined some viable paths forwards in investigating these issues 

and finding strategies for achieving the goal of next generation model-centric engineering. The authors hope that 

this paper will lead to additional investigation into these issues so that they may be overcome moving forward. 
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